
2600 Maitland Center Pkwy.

Suite 300

Maitland, FL 32751

Tel: 407-740-8575

Fax: 407-740-0613

www.tminc.com

February 27, 2009
Via ECFS

Ms. Marlene H. Dortch, FCC Secretary
Office of the Secretary
Federal Communications Commission
445 12th Street, SW, Suite TW-A325
Washington, DC 20554

RE: EB Docket No. 06-36
Annual 64.2009(e) CPNI Certification for 2008
ACN Communication Services, Inc. - Form 499 Filer ID 820854
And
ACN Communication Services Virginia, LLC - Form 499 Filer ID 826231
And
ACN Digital Phone Service, LLC - Form 499 Filer ill 826006
And
ACN Digital Phone Service Puerto Rico, LLC - Form 499 Filer ID 827173

Dear Ms. Dortch:

Enclosed for filing is the 2008 CPNI Compliance Certification submitted on behalf of
ACN Communication Services, Inc., ACN Communication Services Virginia, LLC, ACN
Digital Phone Service, LLC and ACN Digital Phone Service Puerto Rico, LLC. This
filing is submitted pursuant to 47 C.F.R. Section 64.2009(e) and in accordance with the
Public Notice DA 09-9 issued January 7, 2009.

Any questions you may have concerning this filing may be directed to me at 470-740
3005 or via email tombyrnes(a)tminc.com.

Sincerely,

~~:!U£1r
Consultant to
ACN Communication Services, Inc.,
ACN Communication Services Virginia, LLC,
ACN Digital Phone Service, LLC and
ACN Digital Phone Service Puerto Rico, LLC

FCC Enforcement Bureau (2 copies)
Best Copy and Printing (via email toFCC@BCPIWEB.COM)
J. Mueller - ACN
ACN -CPNI
ACN DPS - CPNI
FCCx0901tms:

Attachments
MB/sp
cc:

file:



A.qNDlgitnl r»1r()l1e$~l'I'vlc.e, I,L:t~

ACN Digital J>ho)t6$&PVice PU$1"tQRillo,J.,L(;

February 27, 2009

1~g~j\14Q913:jlcl'IX>; SZQ,$'54

FQl'l),49~Vtl~xi l;i);~2b~M

J)'bl'Iii49~Fil~tJD; g;!4$006

F()li.Jp,A~9 FilerlT): S271t3

1~111m,¢Pt¢~i4~~t, qf~GN COj~rntrn'icaHon. SQxviy¢$, .. tn.Q',. ~CNComin\;J.l1icnt$()i+ S¢Jrvl(:e~
Virginlut,LLC, ACNDi8;ttnl Phpj)9g~)'V[c~ILL~; a~;r~I,N)N ,1JlaitalPhon.o·· S<:rviceP~tel'to Rf¢<J,
(C:911eytively0~owtl a,,"th¢ ACN C<mc1l!;).r!~es") zl1cl)£ ji#til:tkl\1~ '13.t\ . <!$e!1t gI 1111$ .f\CN CompQ~ic~" t~f1t t
h0cve. pel'sol1l\J knQwl~dg~ that tlW J\CN .C()mp~t1~lel>lltwc .cstifhlisJleO oJ?~~(J.ctn.\t. 11roce4tttq~ ·lJlatal'e
ndc%uate to@nsur.ecOrltJ?l1al\i1e.with t11(:lCQrl'l+W~\~i(ln';;';~l?N11'Ul~$'; S(J.(147C..l;'\R.,§ 04.2001 d(S,;.q.

1ttBched •.'t~Jh1$ .q¢rtJfiC<1~iot4 #;fE'.>t11\W1tA, is.altaooolilPMyihg statein~rtt oX.ljlahiirig .how the
ACl\i GQU)l:l~·l1ip$tJ?r? 9~~\'!r~B Cll$14r(>n~flt~he ACN CO!1'iparMeA ~re in 9Q'tl~pHgl1yeWl~h tlt01tQq~ljJ'ementg
s~l'fontldnSe~ti<.jJ'L~4.gMl ¢tsi?~,(jftll¥ 9qml1'lf:;$j~1l;~FUIIj!>.

tll~ 1QNG~t1lPttID~sllaYGwqt taken.' ahyacti()lw4l?roc¢e<\mg$iqBJl,tQt~ti .PI' IH~titlot'l!$£f~¢dhy a
OOIUptJ>llY utQi,ther MAt~ qptm'j;li~HiQJ\~, thecom't s¥:S~¢!'l1,QJ.'attheCo'!1'\.li1.tssi0\~)$;gai l\stttl\tilQr~)JI''(~tW in: the
t'astY~l\1',

'L'h~ ACNC\i)t'l)~~ryi¢~ havoltOt1'¢¢~ivedrtby (;Q~toro¢:1'cQI)1plaihtsinthe l'asLyear oonccl'))it\:g tl1~
'diiliut.h<llJZQd. t¢\¢!J.~e 6f C~l\fL

~...•............. ' "~:,;;{:~~<~~,-----
l)tiYl •.•\~t¢Vf)r)'o:$lqj.11rQ~i.~¢Xlt
ACN (Yomj·t\l1i\h:;latiOll $(;\1'Vi~¢s.,Jf\6;

AI\.4
!-keN COli)1l11.\mtit\tioitSelrvip('j$ 'llrg'irJ1a, tt,C
Al'~~1.

ACN 1)lgi~(1Il?h9tl(?$iil1i<.\¢iLLd
And
ApI$! Phone Se~'Viber)l.lcrt()RicQ.> LtG



Exhibit A
Statement of CPNI Procedures and Compliance

ACN Communication Services, Inc.
And
ACN Communication Services Virginia, LLC
And
ACN Digital Phone Service, LLC
And
ACN Digital Phone Service Puerto Rico, LLC

Calendar Year 2008



ACN Communication Services, Inc.
And

ACN Communication Services Virginia, LLC
And

ACN Digital Phone Service, LLC
And

ACN Digital Phone Service Puerto Rico, LLC

STATEMENT OF CPNI PROCEDURES AND COMPLIANCE

ACN Communication Services, Inc., ACN Communication Services Virginia, LLC, its Virginia operating

subsidiary, ACN Digital Phone Service, LLC, and ACN Digital Phone Service Puerto Rico,

LLC(collectively known as "The ACN Companies" or "Companies") provide the following as its

Statement ofCPNI compliance.

ACN Communication Services, Inc. and ACN Communication Services Virginia, LLC provide wireline

local and long distance telecommunication services to business and residential customers, primarily as a

bundled service. ACN Digital Phone Service, LLC and ACN Digital Phone Service Puerto Rico, LLC,

provide Voice over Internet Protocol ("VoIP") services and customer premises equipment to business and

residential customers. All of The ACN Companies have the same methods and procedures and operating

policies with respect to CPNI and customer call detail records.

The ACN Companies do not use CPNI to market services to their customers. Therefore, the ACN

Companies do not utilize the opt-in or opt-out approval processes.

The ACN Companies bill customers directly and have taken steps to secure CPNI and manage its release

in accordance with FCC rules. The ACN Companies have instituted processes to safeguard customer

CPNI and call detail information from improper use or disclosure by employees; and to discover and

protect against attempts by third parties to gain unauthorized access to CPNI.

User account information can only be accessed by authorized representatives of the ACN Companies.

Such authorized representatives have access to customer records management systems only via an

established password protected account setup in their name by a system administrator. When the ACN

Companies agents access customer information of any type, an audit log is created on the account that

indicates the company agent that accessed the records. Additionally, access to CPNI used for the purpose

of reporting and managing the business is centralized to the Company's Repoliing Group that has limited

password access to customer information through the establishment of a Business Objects database that

is populated only with specified customer information.



ACN Communication Services, Inc.
And

ACN Communication Services Virginia, LLC
And

ACN Digital Phone Service, LLC
And

ACN Digital Phone Service Puerto Rico, LLC

STATEMENT OF CPNI PROCEDURES AND COMPLIANCE
(Page 2)

Call detail information is provided to customers over the telephone pursuant to the following procedures

identified below. Customers define an account User Name and Password at the time the customer

account is established. In addition, each Customer must select a secret question and answer upon

establishment of an account. Should a customer forget or lose the password, such information can be

provided to the customer at the email address established when the account was set up. If the customer

cannot provide the correct password or response to any back-up authentication methods the Company

requires a new password be established. If the customer cannot provide the password or backup

authentication question response, and the customer question does not fall into the exception where the call

detail information is provided by the customer to the Customer Service Representative, then call detail

can only be provided by mail to the customer's address of record, or by calling the customer at the

telephone number of record.

The ACN Companies maintains a record of all instances where CPNI was disclosed or provided to third

parties, or where third parties were allowed access to CPNI.

The ACN Companies protect against the unauthorized disclosure of CPNI on the internet through the

establishment of a customer username and password. In addition, each Customer must select a secret

question and answer upon establishment of an account. Should a customer forget or lose the password,

such information can be provided to the customer at the email address established when the account was

set up. If the customer cannot provide the correct password or response to any back-up authentication

methods the Company requires a new password be established. If the customer cannot provide the

password or backup authentication question response then the customer can contact customer service.

Upon the customer's contact with the ACN Companies' customer service department regarding a

forgotten password or user name, the customer must provide their email address of record prior to the

customer service representative emailing the customer their username and password.



ACN Communication Services, Inc.
And

ACN Communication Services Virginia, LLC
And

ACN Digital Phone Service, LLC
And

ACN Digital Phone Service Puerto Rico, LLC

STATEMENT OF CPNI PROCEDURES AND COMPLIANCE
(Page 3)

The ACN Companies do not have retail locations and therefore does not disclose CPNI in-store.

The ACN Companies notify customers via a previously established email address or mails to the

customer address of record, all notifications regarding account changes (without revealing the changed

information or sending the notification to the new account information): password changes, change in a

response to a back-up means of authentication, change to an on-line account, or change or creation of an

address of record other than at service initiation.

The ACN Companies have not taken any actions against data brokers in the last year.

The ACN Companies have procedures in place to notify law enforcement (United States Secret Service

and FBI) of a breach of a customer's CPNI within seven (7) business days, and to notify customers of the

breach. The ACN Companies maintain a record of any breaches discovered and notifications made to the

USSS and FBI. The customer's electronic record is updated with information regarding notifications on

CPNI breaches.

The ACN Companies have not received any complaints about unauthorized release or disclosure of CPNI

for the last calendar year.

The ACN Companies have not developed any information with respect to the processes that pretexters are

using to attempt to access CPNI.


